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Abstract: 

Identificat ion of objects and places in the real world is very important, and QR (2-D printing) code is useful to store identifiers of 

them. Any camera cell phone device capture function can read content from a barcode tag directly. At the point when a barcode 

contains useful informat ion or security data, the danger of security turns into an important issue. Because QR codes essentia lly 

highlight a square barcode with a special pattern, individuals have no clue whether the code will take them to legitimate data or a 

site loaded with malware. In this paper examines QR codes how they can be used to attack human interaction and automated 

systems and their different data types, attack via QR codes and security arrangements and some of possible research areas while 

considering QR codes. However, since it is easy to modify the data stored in the 2-D Bar code, we should check whether the 

identifier written in the 2-D code is in reality issued by the authorized organizat ion. 
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I. INTRODUCTION 

 

A QR Code is a Matrix code; is a  two dimensional barcode 

developed by the Japanese organization Denso Wave. Data is 

encoded in both the vertical and horizontal direction, thus 

holding up to a few hundred times more in formation than a 

traditional bar code. Informat ion is accessed to by capturing a 

photo of the code by using a camera (e.g. incorporated with a 

cell phone) and handling the picture with a QR reader. Th is 

technology has been around for over a decade yet has become 

as a medium for advertisers to reach advanced cell phone 

users. Quick Response Codes, or QR Codes, are just the s ame 

old thing new. Truth to be told, in Japan and Europe they have 

been utilized as a part of advertising and additionally stock 

control what's more, assembling throughout the previous 10 

years. The security of one dimensional (1D) barcodes is lower 

than 2D barcodes. 1D barcodes are anything but difficult to 

read by scanning the lines and the spaces. Be that as it may, 2D 

barcodes are difficult to read an image pattern by human eyes. 

With regard to readability, one dimensional barcodes must 

scan along a single direction. On the off chance that the point 

of a scan line does not fit inside a range, the informat ion would  

not be read correctly. However, 2D barcodes get wide range of 

angle for scanning.  The key difference between the two is the 

measure of informat ion they can hold or share. Scanner tags 

are straight one-dimensional codes and can just hold up to 20 

numerical d igits, though QR codes are two-dimensional (2D) 

grid barcodes that can hold 7,089 numeric characters and 4,296 

alphanumeric characters, and 1,817 kanji characters of data. 

Their capacity to hold more data and their convenience makes 

them down to earth for independent companies. When you 

filter or perused a QR code with your iPhone, Android or other 

camera enabled Cell phone, you can connection to advanced 

substance on the web; initiate various telephone capacities 

including email, IM and SMS; and associate the cell phone to a 

web program.  

 

II. QR CODES  

 

QR Code is a sort of 2-D (two-dimensional) technology 

created by Denso Wave the essential aim of being an image 

that is easily interpreted by scanner hardware. QR Code (2D 

Code) contains data in both vertical and horizontal directions, 

while a bar code contains informat ion in one way. QR Code 

holds large volume of data as compare to bar codes.  

 

 
Figure.1. QR Code 

 

QR Codes Data Types 

 

QR codes information sorts QR codes can contain a wide range 

of sorts of data types. Different app readers on Smartphone can 

act and read this informat ion. Consider it an option method for 

getting information into your Smartphone’s (rather than 

writing it in manually). Here are some of the possibilities.  
 

a) Contact information: QR codes can take contact 

informat ion so people can easily scan a QR code, to view your 

contact details, and add you on their phone. You can input 

your name, phone number, e-mail, address, website, memo, 

and more. 

b)  Calendar event: If you have an event you need to 

promote, you can make a QR code containing data for that 

event. QR codes containing event information that can contain 

event title begin and end date/time, t ime zone, area, and 

depiction. This could function admirably on an occasion flyer 

or possibly even on a website promoting.  

c) E-mail address: A QR code can contain your email 

address so somebody can check the code, see your email, and 

afterward open an email on their telephones. On the off chance 

that your invitation to take action is for the most part to have 

somebody email you, this would be e xt raordinary. 

d) Phone number: Maybe email isn't sufficiently quick 

and you need somebody to call. Connect them up to a 

telephone number. 
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e) Geo location: If you have an event you need to 

promote, you might need to stick a QR code liking somebody 

to a Google Maps area. This will permit somebody to examine 

your QR code and get bearings so they don't need to physically  

sort in an address.  

f) Although some may want to sort it in, it doesn't hurt 

to give them another option. 

g) SMS: QR codes can populate an instant message with 

a number and message. You can have your QR code send you 

a content saying "Reveal to me more about XYZ," for 

example.  

h) Text: You can also just have a sentence or a 

paragraph of text. Th is could be a good time fo r having some 

kind of QR code based diversion where you can leave indicates 

in QR codes. 

i) URL: The conceivable outputs of encoding URL into 

barcode are endless. You can create a connection that takes 

people to your Facebook fan page, LinkedIn or Twitter profile. 

You can likewise connect somebody to a YouTube video. 

Register with some place by means of check in connection. 

Encoding android market or iPhone application store interface 

permits advancing and downloading you versatile applicat ion 

anyplace. Or, then again perhaps you need somebody to pay 

for something by means of PayPal.  

 

III. SECURITY OF QR CODES  

 

Threat Models   

One can recognize two differentiate threats models for 

manipulating Codes. Initially, attacker may invert any module, 

transforming it either from dark to white or the other path 

round. Secondly, a restricted attacker those can only change 

white modules to dark and not the other way around. 

 
Both colors: The simplest approach for attacking a current QR 

Code is by creating a sticker containing a QR Code with the 

manipulated QR Code in the same style as the original QR 

Code and positions it over the code on the advertisement. 

Obviously this would either require some preparation or a 

mobile p rinter and design applications for a mobile device. In  

any event when attacking large scale against one chosen target, 

the time required for preparation should not pose a serious 

limitat ion. 

 
Single Color: For this situation we restrict ourselves to the 

modification of a single color only. The background for this 

restriction lies in the situation of attacker seeking to modify a 

single (consequently decreasing the conceivable adjustments to 

changing white modules to dark).  

 

IV. QR CODES  AS ATTACK VECTORS 

 

i. Attacking Automated Processes 

We believe that manipulated QR Codes can be utilized for a 

plenty of attacks. Depending upon whether the reader is a 

human or a computerized program (e.g., in coordination's), 

different situations are conceivable and outlined in this section 

Attacking Automated Processes As QR Codes are an 

standardized method for encoding data we firmly trust that 

majority of software designers don't regard the encoded data as 

perhaps unreliable informat ion. Similar attacks using RFID 

chips and SQL injections have been shown to be very 

effective, as input sanitation was not employed in these 

examples.  

• SQL in jection: We trust that many mechanized frameworks 

store and process the encoded data in a social database. By 

annexing a semicolon took after by a SQL inquiry like; drop 

table <tablename> to the encoded data, controls to the backend 

database are conceivable (given the DBMS permits to 

numerous inquiries in a solitary line). This would erase the 

table determined in the order, bringing about a denial of-

benefit assault. More particular assaults may incorporate 

including a client, executing fra mework summons (e.g., by 

utilizing the put away system xp_cmdshell on Microsoft SQL 

Server), or adjusting information, for example, costs or 

passwords inside the database.  

 

• Command injection: If the encoded data is utilized as an 

order line parameter without being disinfected, this could be 

effortlessly misused to run self-assertive orders for the benefit 

of the aggressor, which may have awful results for the security 

of the working framework e.g., introducing root kits , DOS, or 

interfacing a shell to a remote PC under the control of the 

aggressor. 

• Fraud: Changes to the mechanized framework can be utilized  

to submit  misrepresentation, by deceiving the framework e.g., 

into accepting that it forms a modest item A while handling the 

more costly item B. 

 

ii. Attacking Human Interaction  

Human cannot read the code without reader software, the data 

put away inside the code is totally obfuscated. Be that as it 

may, by perusing the manipulated QR code, a problem in the 

reader software or the program may get triggered.  

• Ph ishing and Harming: If QR Codes are utilized for 

interfaces in enlarged reality situations; an aggressor may set 

up a fake site and divert clients by changing the QR Code. Th is 

is perilous if some type of accreditation is expected to get to 

the site. The client has no plausibility to check that the 

connection is not adjusted. 

• Fraud: QR Codes are frequently utilized as a part of 

promotions to guide the intended interest group to uncommon 

offers or ext ra data about particular items. In the event that the 

QR Code can be manipulated to divert the client to a cloned 

site, an enemy could offer the requested item while never 

satisfying the agreement. The casualty veritably believes the 

publicizing organizat ion by taking after the interface.  

• Social engineering attacks: Building on these attacks, more 

particular attacks like spear phishing or other variations of 

social building are empowered, depending on the objective of 

The assailant. Leaving a notice of a QR Code on the parking 

garage of an organization (rather than the customary assault 

with a USB drive) offering rebate in a close-by eatery is 

another assault vector which is liab le to be effective.  

 

V. SECURITY SOLUTIONS 

 

QR codes are tricky in  fact that you can't get rid of the bad 

from the good by simply looking at the code. Consider 

downloading an application on your Smartphone which gives a 

preview to each code before it opens a webpage (e.g.: Inigma) 

reader. By this way, you can to refuse the corrupted QR code.  

 

• Scan a code and get directed to a login form, dependably 

keep in mind never to fill it in for it might be a trap utilized by 

criminals to access personal data. Real QR codes never request 

personal data.  

 

• Include signage telling the client what the code does 

Otherwise the user has no way of knowing if the code should 

point to a URL, phone number, o r SMS. 
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• Print the URL close to the code. Along these lines if the code 

is hijacked and pointed http://google.xxx/the client can see 

they're not going to the right site. 

 

• Include https in the URL. Get clients used to checking for 

https before they cooperate with you.  

 

• Don't request that a client get their Visa out on an occupied 

road. Utilize a versatile installment arrangement which charges 

to the client's telephone charge or deducts it from their credit.  

 

VI. CONCLUS ION 

 

In this paper we outlined to believe that QR codes have great 

future in online market ing & business media. Some 

possibilit ies are discussed in this paper and there are many 

clever ideas wait ing for us to exp lore. A lso, this paper can be 

provided as the first step for the readers to search out the 

excit ing topic of mobile learning. In this paper discussed the 

dangers of possible malicious attacks utilizing manipulated QR 

Codes. After all, QR Codes are spreading more popularity over 

their use for business & marketing purposes, we can believe  

that these kind of attacks will receive more attention by the 

hacking organization in the future. 
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